Suiveng
Mateo TP 3 — Les Ports Logiciels

Table des matieres
1. Connexion Bureau a distance (RDP) .....cc..ooiiiiiiiiiiciieeeeeee et 2

2. Capture de trames HTTP. .......cc.oooiiiiiiiiieiicie ettt st eebeessseenseens 4



Suiveng
Mateo TP 3 — Les Ports Logiciels

1. Connexion Bureau a distance (RDP)

BN Administrateur : Invite de commandes
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C: \Windows\System

Envoi d'une requéte
Réponse de 172.17..
Réponse de 1
Réponse de 1
Réponse de 172.17

Statistiques Ping pour 172.17.2.5:
Paguets : envoyés = 4, recus = 4, perdus = B (perte
Durée approximative des boucles en millisecondes
Minimum = 2ms, Maximum = 3ms, Moyenne = 2ms

C:\Windows\System32>
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BN Administrateur : Invite de commandes

\Windows\System32>netstat -an
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Quel est le port d’ecoute du serveur Termmal Server ?
Le port d’écoute du serveur Terminal Server est 3389
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Invite de commandes

Proto Adresse locale distante Etat

TCP : 80 LISTENING
TCP :135 LISTENING
TCP J i LISTENING
TCP 1903 LISTENING
TCP :913 LISTENING
TCP : 2179 LISTENING
TCP :3306 LISTENING
TCP :3307 LISTENING
TCP :3389 LISTENING
TCP ;5048 LISTENING
TCP : 7688 LISTENING
TCP :4oseu LISTENING
TCP : 49665 LISTENING
TCP : 9666 LISTENING
TCP ;49667 LISTENING
TCP : 49668 LISTENING
TCP : 19669 LISTENING
TCP : 49670 LISTENING
TCP : 49671 LISTENING
TCP .1:19294 LISTENING
TCP .1:27817 LISTENING
TCP .1:39633 LISTENING
TCP :139 LISTENING
TCP :3389 ESTABLISHED
TCP : 7680 TIME_WAIT
TCP ;7688 TIME_WAIT
TCP ;7688 TIME_WAIT
TCP - 7688 TIME_WAIT

@
@

HHEMHRMERRFEDOOOOOODO OO0 000000000003
@
@

HHMHMMBEGOOOOOOOOO0O OO0 00000000000
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D000 00000000000
2000000000000 000000003
000000000000 000000003
0000000000000 OO

D0 0000000000000 00 000000
00 0000000000000 0000000000

oW oW W W

2. Capture de trames HTTP.
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| [X] -]+

| http
o, hitp2 Source Destination Protocol  Length Info

SShip3 35547 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 206 OK (text/html)

55 16670 172.17.2.3 146.75.118.133 ocsP 133 Request

55548 837.465896 172.17.2.3 146.75.118.133 HTTP 193 GET /gsrsaovwsslca2@18.crl HTTP/1.1

55542 837.478542 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 28@ Ok (text/html)

55571 837.638673 172.17.2.3 146.75.118.133 HTTP 298 GET /rootr3/ME4wTDBKMEgwRjAIBgUrDgMCGEUABBTINGh%2FIB juk

55573 837.648535 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 200 OK (text/html)

55582 837.658244 172.17.2.3 146.75.118.133 0CsP 134 Request

55593 837.677146 172.17.2.3 146.75.118.133 HTTP 184 GET /root-r3.crl HTTP/1.1

55595 837.682483 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 206 OK (text/html)

55603 837.696559 172.17.2.3 146.75.118.133 HTTP 311 GET /gsrsaovsslca2@18/MEGwSzBIMECWRTAIBEUrDEMCGEUABBR

556@5 837.782018 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 28@ Ok (text/html)

55614 837.711688 172.17.2.3 146.75.118.133 0CSP 133 Request

55625 837.730024 172.17.2.3 146.75.118.133 HTTP 193 GET /gsrsaovsslca2@18.crl HTTP/1.1

55627 837.748025 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 288 OK (text/html)

55873 838.609161 172.17.2.3 146.75.118.133 HTTP 298 GET /rootr3/ME4wTDBKMEgWRjAIBgUrDEMCGEUABBT1NGh%2F B juk

55875 838.614685 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 206 OK (text/html)

55884 838.624726 172.17.2.3 146.75.118.133 ocsP 134 Request

55895 838.648674 172.17.2.3 146.75.118.133 HTTP 184 GET /root-r3.crl HTTP/1.1

55897 838.647859 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 200 OK (text/html)

55005 838.662210 172.17.2.3 146.75.118.133 HTTP 311 GET /gsrsaovsslca20l18/ME@wSzZBIMECWRTAIBEUrDgMCGEUABBRr

55907 838.671848 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 288 OK (text/html)

55916 338.680704 172.17.2.3 146.75.118.133 0CSP 133 Request

55926 838.695191 172.17.2.3 146.75.118.133 HTTP 193 GET /gsrsaovsslca2@18.crl HTTP/1.1

55928 838.701584 146.75.118.133 172.17.2.3 HTTP 341 HTTP/1.1 288 OK (text/html)
> Frame 55484: 298 bytes on wire (2384 bits), 298 bytes captured (]| 2000 8@ 8d b4 2a aB 34 74 56 3c 2f 81 B7 @3 8@ 45 @@ - * 4tV
> Ethernet II, Src: Giga-Byt 2f:81:87 (74:56:3c:2f:81:87), Dst: St¢| 0010 @1 1c 58 1c 4@ @0 50 @6 @0 @0 ac 11 @2 83 92 4b - X-@ -~
> Internet Protocol Version 4, Src: 172.17.2.3, Dst: 146.75.118.13 E’f,if; ;g 2;5: ;§ ;: x ;g C 7 e al E‘i 3: :: 22 33 %g v
i Transmission Control Protocol, Src Port: 49829, Dst Port: 38, Se cose 33 2f 4d 45 34 77 54 42 42 4b 4d 45 67 77 52 6a 5 /ME4wTD

2058 41 4a 42 67 55 72 44 67 4d 43 47 67 55 41 42 42 AlBgUrDg
G068 54 31 6e 47 63 25 32 46 4a 42 6a 57 4b 6e 6b 58 TlnGh¥2F
a7 B4 5a 49 Ja 42 31 62 71 68 65 6c 48 42 77 51 55 dZIzBlbg

G080 Ba 25 32 46 42 4c 66 36 67 75 52 53 53 V5 54 56 jk2FBLfE

G000 44 35 59 35 71 4c 33 75 4c 64 47 37 77 43 44 51 DEY5qLl3u

Goa0 48 75 58 79 49 64 25 32 46 47 49 37 31 44 4d 36 HuXyId#2
= B 7]+
Mo Time Source Destination Protocol  Length Info

59633 1017.378898 172.17.2.19 172.17.2.3 TCP 6@ 58568 - 7688 [ACK] Seq=124 Ack=125 Win=6528@8 Len=8

59635 1817.378921 172.17.2.3 172.17.2.19 54 7688 + 58568 [ACK] Seq=125 Ack=125 Win=65288 Len=8

59644 1818.155891 172.17.2.3 172.17.2.9 54 58060 + 7688 [ACK] Seq=1 Ack=1 Win=6528@ Len=@

59645 1815.155244 172.17.2.3 172.17.2.9 TCP 129 58@6@ -+ 7688 [PSH, ACK] Seq=1 Ack=1 Win=6528@ Len=75
59646 1818.156776 172.17.2.9 172.17.2.3 TCP 129 7688 + 500868 [PSH, ACK] Seq=1 Ack=76 Win=65288 Len=75
59647 1818.157@12 172.17.2.3 172.17.2.9 TCP 188 58060 + 7688 [PSH, ACK] Seq=76 Ack=76 Win=6528@ Len=54
59648 1818.158808 172.17.2.9 172.17.2.3 TCP 188 7680 » 58068 [PSH, ACK] Seq=76 Ack=13@ Win=6528@ Len=5¢

59658 1818.158883 172.17.2.3 172.17.2.9 54 58060 + 7688 [ACK] Seq=13@ Ack=131 Win=65288 Len=8

59652 1018.159868 172.17.2.9 172.17.2.3

6@ 7688 » 50068 [ACK] Seq=131 Ack=131 Win=6528@ Len=@

59689 1823.46@8967 172.17.2.3 98.66.133.184 TCP 54 58061 + 443 [ACK] Seq=1 Ack=1 Win=65238 Len=@

59698 1823.461867 172.17.2.3 98.66.133.184 TLSvl.2 232 Client Helle

59691 1823.466785 98.66.133.184 172.17.2.3 TCP 6@ 443 + 58861 [ACK] Seq=1 Ack=179 Win=19456 Len=8@

59692 1823.468983 98.66.133.184 172.17.2.3 TLSv1.2 1514 Server Helle

59693 1823.468903 08.66.133.184 172.17.2.3 TCP 1514 443 » 50061 [ACK] Seq=1461 Ack=179 Win=19456 Len=1460 |
59694 1823.468983 95.66.133.184 172.17.2.3 TLSv1.2 1230 Certificate

59695 1823.468957 172.17.2.3 98.66.133.184 TCP 54 58061 + 443 [ACK] Seq=179 Ack=4897 Win=65288 Len=8

Frame 55484: 298 bytes on wire (2384 bits), 298 bytes captured (]| 2000 80 @d b4 2a a8 34 74 56 3c 2f 81 37 88 @@ 45 0@
Ethernet II, Src: Giga-Byt 2f:81:87 (74:56:3c:2f:81:87), Dst: Stq| 2917 @1 1c 58 1c 40 @9 89 86 @0 @2 ac 11 82 83 92 4b
Internet Protocol Version 4, Src: 172.17.2.3, Dst: 146.75.118.137| “°2¢ 76 85 c2 a5 8@ 50 @c 77 ed al 63 ae 3a 38 5@

s @838 @0 ff b7 47 45 2f 72
Transmission Control Protocol, Src Port: 49829, Dst Port: 8@, Se y

N N

-Connect i
ood2 7@ 2d 41 6c B9 76 65 @d @a 41 63 63 65 7@ 74 3a  p-Alive:
aoen 2@ 2a 2 2a @d @a 55 73 65 72 2d 41 67 65 62 74 *f* -Us
0870 3a 20 4d 69 63 72 6f 73 6f 66 74 2d 43 72 79 7@ : Micros
oleo 74 6f 41 58 49 2f 31 38 2e 3@ @d @z 43 6f 73 74 toAPI/1@
0110 3a 2@ 6f 63 73 7@ 32 2¢ &7 6c 6F 62 61 6c 73 B9 1 ocsp2.
4126 67 6e 2e 63 6T 6d @d @a @d @a gn.com- -

-
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C:\Users\msuiveng>nslookup www.http2demo.io
Serveur : roi.prince.local
Address: 172.17.254.1

Réponse ne faisant pas autorite :

Nom : 1986714720 .rsc.cdn77.0org

Addresses: 2aB2:6eaf:dcB0::30
2af2:6eaf:dchB: :32
2a02:6eab:dchB: :31
79.127.138.20
79.127.138.17
79.127.138.14

Aliases: www.http2demo.io

[Ihte
a Time Source Destination Protocol  Length Info
~ 628 7.986508 172.17.2.2 79.127.138.14 HTTP 678 GET / HTTP/1.1
- 630 5.083715 79.127.138.14 172.17.2.2 HTTP 247 HTTP/1.1 3@4 Not Modified
633 8.018253 172.17.2.2 79.127.138.14 HTTP 577 GET /css/style.css HTTP/1.1
649 8.035184 79.127.138.14 172.17.2.2 HTTP 247 HTTP/1.1 3@4 Not Modified
650 8.235739 172.17.2.2 79.127.138.14 HTTP 581 GET /css/jssocials.css HTTP/1.1
657 8.039348 172.17.2.2 79.127.138.14 HTTP 592 GET /css/jssocials-theme-flat.css HTTP/1.1
655 3.039408 172.17.2.2 79.127.138.14 HTTP 585 GET /css/font-awesome.css HTTP/1.1
659 8.839460 172.17.2.2 79.127.138.14 HTTP 629 GET /img/refresh-icon.png HTTP/1.1
660 8.053655 79.127.138.14 172.17.2.2 HTTP 247 HTTP/1.1 3@4 Not Modified
661 8.854130 172.17.2.2 79.127.138.14 HTTP 626 GET /img/cdn77logo.png HTTP/1.1
664 8.056137 79.127.138.14 172.17.2.2 HTTP 423 HTTP/1.1 3@4 Not Modified
665 8.056137 79.127.138.14 172.17.2.2 HTTP 447 HTTP/1.1 384 Not Modified
666 8.056467 172.17.2.2 79.127.138.14 HTTP 630 GET /img/logo-18ghpsic.png HTTP/1.1
667 8.056515 172.17.2.2 79.127.138.14 HTTP 569 GET /js/jssocials.min.js HTTP/1.1
670 8.857317 79.127.138.14 172.17.2.2 HTTP 448 HTTP/1.1 3@4 Not Modified
680 8.067257 172.17.2.2 79.127.138.14 HTTP 639 GET /img/http2-bg.png HTTP/1.1
684 8.871598 79.127.138.14 172.17.2.2 HTTP 421 HTTP/1.1 3@4 Mot Modified
685 8.072648 79.127.138.14 172.17.2.2 HTTP 422 HTTP/1.1 3@4 Not Modified
686 8.073195 79.127.138.14 172.17.2.2 HTTP 448 HTTP/1.1 304 Not Modified
687 8.084601 79.127.138.14 172.17.2.2 HTTP 422 HTTP/1.1 3@4 Not Modified
692 8.087406 172.17.2.2 79.127.138.21 HTTP 539 GET /http2/httpl.html HTTP/1.1
770 8.104115 79.127.138.21 172.17.2.2 HTTP 443 HTTP/1.1 3@4 Mot Modified
772 8.119538 172.17.2.2 79.127.138.21 HTTP 532 GET /http2/tiles final/tile 8.png HTTP/1.1
810 8.136259 79.127.138.21 172.17.2.2 HTTP 419 HTTP/1.1 3@4 Mot Modified
823 8.143373 172.17.2.2 79.127.138.21 HTTP 531 GET /http2/tiles final/tile_1.png HTTP/1.1
* Frame 628: 675 bytes on wire (5424 bits), 675 bytes captured (5424 bits) on interface \Device\NPF_{ABASCS4A-A1CD-4FSE-A7DE-FEQIGER4SD | 6030
¢ Ethernet II, Src: Giga-Byt 2f:9b:ec (74:56:3c:2f:9biec), Dst: Stormshi_2a:a8:34 (8@:@d:b4:2a:a8:34) fa4e
! Internet Protocol Version 4, Src: 172.17.2.2, Dst: 79.127.138.14 9850
¢ Transmission Control Protocol, Src Port: 23965, Dst Port: 80, Seq: 1, Ack: 1, Len: 624 z;gz
« [Hypertext Transfer Protocol Tomn
> GET / HTTP/1.1\r\n @90 2
Host: www. http2demo. io\rin 0020 35
Connection: keep-alive\ri\n eabe 31
Upgrade-Insecure-Requests: 1\r\n 80ce 2
User-Agent: Mozilla/5.@ (Windows NT 18.@; Win64; x64) Applewebkit/537.36 (KHTML, like Gecko) Chrome/139.2.8.8 Safari/537.36\r\n @ade 3
Accept: text/html,application/xhtml+xml,application/xm: .9, image/avif, image/webp, inage/apng, */*;q=0.8, application/signed-exchan gg:g
Accept-Encoding: gzip, deflate\r\n @100
Accept-Language: fr-FR,fr;q=0.9,en-US;q=8.5,en;q=0.7\r\n 0110
> Cookie: _ga=GA1.2.1018825015.1762706537; _gid=GAL.2.1859830153.1760706537; _ga RCVIWIS6DI=GS2.2.517607065375015g05t176070653751605 | 0100
If-None-Match: W/"5aadlbéd-19b68"\r\n 130
Arin 0148
[Full request URT: http://www.http2demo.io/] HLEE
[HTTP request 1/4] iz
[Response in frame: 630] 7o
" 136 67
Next request in frame: 833 fiee =
1@ 2d
@1be 20
1ce 2d
@1de 2c
o1e0 71
10 3
aroa o
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No. Time Source Destination Protocol  Length Info
- 628 7.986508 172.17.2.2 79.127.138.14 HTTP 678 GET / HTTP/1.1
« 630 8.003715 79.127.138.14 172.17.2.2 HTTP 447 HTTP/1.1 304 Not Modified
+ 633 8.018253 172.17.2.2 79.127.138.14 HTTP 577 GET /css/style.css HTTP/1.1
649 8.035184 79.127.138.14 172.17.2.2 HTTP 447 HTTP/1.1 304 Not Modified
650 8.035739 172.17.2.2 79.127.138.14 HTTP S81 GET /css/jssocials.css HTTP/1.1
657 8.039348 172.17.2.2 79.127.138.14 HTTP 592 GET /css/jssocials-theme-flat.css HTTP/1.1
658 8.039408 172.17.2.2 79.127.138.14 HTTP 585 GET /css/font-awesome.css HTTP/1.1
659 8.039460 172.17.2.2 79.127.138.14 HTTP 629 GET /img/refresh-icon.png HTTP/1.1
660 8.053655 79.127.138.14 172.17.2.2 HTTP 447 HTTP/1.1 304 Not Modified
661 8.054130 172.17.2.2 79.127.138.14 HTTP 626 GET /img/cdn771ogo.png HTTP/1.1
664 8.856137 79.127.138.14 172.17.2.2 HTTP 423 HTTP/1.1 304 Not Modified
665 8.056137 79.127.138.14 172.17.2.2 HTTP 447 HTTP/1.1 304 Not Modified
666 8.056467 172.17.2.2 79.127.138.14 HTTP 630 GET /img/logo-10gbpsio.png HTTP/1.1
667 8.056815 172.17.2.2 79.127.138.14 HTTP 569 GET /js/jssocials.min.js HTTP/1.1
670 8.057317 79.127.138.14 172.17.2.2 HTTP 448 HTTP/1.1 304 Not Modified
680 8.067287 172.17.2.2 79.127.138.14 HTTP 639 GET /img/http2-bg.png HTTP/1.1
684 8.071598 79.127.138.14 172.17.2.2 HTTP 421 HTTP/1.1 304 Not Modified
685 8.072648 79.127.138.14 172.17.2.2 HTTP 422 HTTP/1.1 304 Not Modified
686 8.073195 79.127.138.14 172.17.2.2 HTTP 448 HTTP/1.1 304 Not Modified
687 8.084601 79.127.138.14 172.17.2.2 HTTP 422 HTTP/1.1 384 Not Modified
692 8.087406 172.17.2.2 79.127.138.21 HTTP 599 GET /http2/httpl.html HTTP/1.1
770 8.104115 79.127.138.21 172.17.2.2 HTTP 443 HTTP/1.1 34 Not Modified
772 8.119538 172.17.2.2 79.127.138.21 HTTP 532 GET /http2/tiles_final/tile_@.png HTTP/1.1
810 8.136259 79.127.138.21 172.17.2.2 HTTP 419 HTTP/1.1 364 Not Modified
823 8.143373 172.17.2.2 79.127.138.21 HTTP 531 GET /http2/tiles_final/tile_1.png HTTP/1.1
o34 o 1a3sc0 1222222 30133 330 21 _urn_ £3s cer i $1ac £imalse
Frame 628: 678 bytes on wire (5424 bits), 678 bytes captured (5424 bits) on interface \Device\NPF_{AG6A9CS4A-A1CD-4FSE-ATDE-FE996ER: || 2020 8a e EEICEICICTN I M- C i LIk I ) W
Ethernet II, Src: Giga-Byt 2f:9b:ec (74:56:3c:2f:9b:ec), Dst: Stormshi_2a:a8:34 (90:0d:b4:2a:a8:34) ea3e E T / HTTP
Internet Protocol Version 4, Src: 172.17.2.2, Dst: 79.127.138.14 :; ize g: s :; paa® I ﬁ:;‘zd:: s
v Control Protocol, Src Port: 23965, Dst Port: 80, Seq: 1, Ack: 1, Len: 624 6e Ge 65 63 74 69 6f 6e 3a 20 6b 65 65 70 2d 61 ""e:ﬁon ¥ keeca
Seurce Port: 23965 6c 69 76 65 0d @a 55 70 67 72 61 64 65 2d 49 6e  live: -Up grade-In
Destination Port: 8@ 73 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a  secure-R equests:
[Stream index: 13] 20 31 ed @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 1 -User -Agent:
[Conversation completeness: Incomplete, DATA (15)] 4d 6f 7a 69 6 6c 61 2f 35 2e 30 20 28 57 69 6e  Mozilla/ 5.0 (Win
[TCP Segment Len: 624] 64 6f 77 73 20 4e 54 20 31 30 2e 30 3b 20 57 69 dows NT 10.0; Wi
Sequence Number: 1 (relative sequence nusber) Ge 36 34 3b 20 78 36 34 29 20 41 70 70 6¢ 65 57 n6d; X564 ) Applew
Sequence Number (raw): 2598634742 65 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 ebKit/53 7.36 (KH
[Next Sequence Number: 625  (relative sequence number)] 4 %402 B Gh b 24T BELEE I T, Mk fecka)
" 20 43 68 72 6f 6d 65 2f 31 33 39 2e 30 2 30 2¢  Chrome/ 139.0.0.
Acknowledgment Number: 1 (relative ack number) 30 20 53 61 66 61 72 69 2f 35 33 37 2e 33 36 @d  © Safari /537.36
Acknowledgment number (raw): 2784849036 ©a 41 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74  -Accept: text/ht
0101 .... = Header Length: 20 bytes (5) 6d 6c 2c 61 7@ 7@ 6c 69 63 61 74 69 6f 6e 2f 78 ml,appli cation/x
Flags: @xe18 (PSH, ACK) 68 74 6d 6c 2b 78 6d 6c 2c 61 70 70 6¢ 69 63 61  htmlxml ,applica
Window: 1026 74 69 6f 6e 2f 78 6d 6c 3b 71 3d 3@ 2e 39 2c 69 tion/xml ;q=0.9,i
tiioes s e 665 dpoEraun xeunony mm e
v : . c e c  webp,ima ge/apng,
[Window: size’scaling factor: 236 2a 2f 2a 3b 71 3d 30 2 38 2c 61 7@ 70 6¢ 69 63 ‘/’?q=0, g,ap{:xfc
Checksum: 0x8a2b [unverified] 61 74 69 6f 6e 2f 73 69 67 Ge 65 64 2d 65 78 63  ation/si gned-exc
[Checksum Status: Unverified] 68 61 6e 67 65 3b 76 3d 62 33 3b 71 3d 30 2e 37 hange;v= b3;q=0.7
Urgent Pointer: @ od 0a 41 63 63 65 70 74 2d 45 6e 63 6f 64 69 6e - -Accept -Encodin
> [Timestamps] 67 3a 20 67 7a 69 70 2c 20 64 65 66 6c 61 74 65 g: gzip, deflate
[SEQ/ACK analysis] @d 0a 41 63 63 65 70 74 2d 4c 61 6e 67 75 61 67 - -Accept -Languag
TCP payload (624 bytes) 65 3a 20 66 72 2d 46 52 2c 66 72 3b 71 3d 30 2e fr-FR ,fr;qeo.
- - 20 3r A% Ga 24 S5 52 3h 71 3 @ 2a IR O A% ke Q anliS: =0 R an

Quel est le nom du protocole transport utilis€ par une trame
HTTP ?

Le protocole de transport utilisé€ est le Transmission Control
Protocol (TCP).

Quel est le nom du PDU encapsulant les données applicatives
HTTP ?

L'unité de données de protocole (PDU) de la couche Transport qui
encapsule les données applicatives (HTTP) est un Segment TCP

(ou simplement Segment).

Quelle est la longueur de I’en-téte de transport ?

La longueur de I'en-téte de transport (TCP) est donc de 20 octets
car "Header length: 20 bytes (5)"
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Quelles sont les valeurs décimale et hexadécimale correspondant
aux ports source et destination ?

- La valeur décimale du port source est 23965 et sa valeur
hexadecimale est 5d 9d

- La valeur décimale du port destination est 80 et sa valeur en
hexadécimale est 00 50

Développez la section correspondant a I’en-téte Réseau :

es on wire (5424 bits), 678 hytes captured (5424 bits) on interface \Device\NPF_{AGA9C54A-A1CD-4FSE-A7DE-FEIQGEBASD | 0000 ©8 d b
Byt_2f:9b:ec (74:56:3c:2f:9b:ec), Dst: Stormshi_2a:a8:34 (@0:@8d:b4:2a:a8:34) ©ele  CREECEC
on 4, Src: 172.17.2.2, Dst: 79.127.138.14

ength: 20 bytes (5)
ces Field: @x@@ (DSCP: (58, ECN: Not-ECT)

c a3 55 7
exebdb (27611 )] 73 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a
s: @x2, Don't fragment 26 31 0d @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 :
grent OFfset: 4d 6f 7a 69 6c 6c 61 2f 35 2e 36 26 28 57 69 6e  Mozilla/ 5.8 (Win
64 67 77 73 26 4e 54 20 31 30 2e 30 3b 20 57 69  dows NT 16.0; Wi
e 36 34 3b 26 78 36 34 29 20 41 70 7 6c 65 57  n64; x64 ) Applei
o ) 65 62 4b 69 74 2 35 33 37 Je 33 36 20 28 4b 48 ebKit/53 7.36 (KH
xeeeR [validation disabled] 51 4d 4c 2c 26 6c 69 6b 65 28 47 65 63 6b 6f 20 THL, lik e Gecko)
m status: Unverified] 26 43 63 72 6 6d 65 2f 31 33 39 2e 36 2e 30 2e
17.2.2 36 20 53 61 66 61 72 69 2f 35 33 37 2e 33 36 @d
79.127.138.14 Ba 41 63 63 65 76 74 3a 20 74 65 78 74 2f 68 74
> Transmission Control Protocel, Src Port: 23965, Dst Port: 88, Seq: 1, Ack: 1, Len: 624 6d Bc 2c 61 78 70 Bc 69 63 61 74 69 6f be 2f 78 ml,app.

68 74 6d 6c 2b 78 6d 6c 2c 61 7@ 7@ 6c 69 63 61
74 69 6f 6e 2f 78 6d 6c 3b 71 3d 3@ 2e 39 2c 69  tionfuml ;q=0.9,i
6d 61 67 65 2f 61 76 69 66 2c 69 6d 61 67 65 2f mage/avi f,image

> Mypertext Transfer Protocol

Quelle est la longueur de ’en-téte de réseau ?
La longueur de I'en-téte de réseau : 20 octets (20 bytes).

Repérez le champ Protocole figurant dans 1’en-téte Réseau.
Quelle est la valeur présente ?Que signifie-t-elle ?

La valeur présente est TCP (6).

- Cela signifie que la charge utile de ce paquet IP est un segment
TCP. Dans ce cas, ce segment TCP transporte lui-méme les
données de I'application (HTTP).

Quelles sont les valeurs décimales et hexadécimales des adresses
IP source et destination ?
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- La valeur décimale de I’IP source est 172.17.2.2 et sa valeur en

hexadécimale est ac 11 02 02

Frame 628: 678 bytes on wire (5424 bits), 678 bytes captured (5424 bits) on interface \Device\NPF_{AGASC54A-A1CD-4FSE-A7DE-FE996EBASD [ 6818 62 98 6b db 4@ 60 80 06 00 @0 af 7f k@
Ethernet II, Src: Giga-Byt 2f:9biec (74:56:3c:2f:0biec), Dst: Stormshi_2a:a8:34 (88:8d:b4:2a:a8:34) 8a Be 5d 9d 88 56 9a e4 84 f6 a5 fd 6c 8c 50 18 1P 1p
Internet Protocol Version 4, Src: 172.17.2.2, Dst: 79.127.138.14 84 02 3a 2b 06 60 47 45 54 20 2f 20 43 54 54 50 +-GE T / HTTP
3160 .. - version: a 2f 31 2e 31 6d Ba 48 6T 73 74 3a 28 77 77 77 2¢  /L.1--Ho st: waw.
68 74 74 70 32 64 65 6d 6 2e 69 6f 0d 8a 43 6f  http2dem o.io- Co
- 0161 = Header Length: 20 bytes (5) Ge e 65 63 74 69 6f Ge 3a 20 6b 65 65 78 2d 61  nnection : keep-a
> Differentisted Services Field: @x@@ (DSCP: CS@, ECH: Not-ECT) 5c 69 76 65 0d Ba 55 70 67 72 61 64 65 2d 49 6e  live: Up grade-In
Total Length: 664 73 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a  secure-R equests:
Identification: @xébdb (27611) 26 31 6d Ba 55 73 65 72 2d 41 67 65 be 74 3a 28 1 -User -Agent:
> @10. .... = Flags: @x2, Don't fragment 4d 6f 7a 69 6c 6c 61 2f 35 2e 30 20 28 57 69 6e  Mozilla/ 5.8 (Win
-0 0080 00 000 - Fragment OFfset: @ 64 6f 77 73 26 4e 54 20 31 30 2¢ 30 3b 20 57 69 dows NT 18.8; Wi
Time to Live: 128 e 36 34 3b 20 75 36 34 29 28 41 78 70 6c 65 57  né4; x64 ) Applew
Protocols 16 () 65 62 4b 69 74 2f 35 33 37 2e 33 36 20 28 4b 48 ebKit/53 7.36 (KH
; e 54 4d 4c 2c 26 6c 69 6b 65 20 47 65 63 6b 6f 29 TML, lik e Gecko)
Header Checksum: 0x000@ [validation disabled] 26 43 68 72 6f 6d 65 2f 31 33 39 2e 30 2e 30 2e  Chrome/ 139.0.6.
[Header checksum status: Unverified] 3@ 20 53 61 66 61 72 69 2f 35 33 37 2e 33 36 @d  © Safari /537.36
[Source Address: 172.17.2.2 ©a 41 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74  -Accept: text/ht
Nestinatinn address 70 127 138 14 Ad Ac 2c A1 7@ 74 Ac A9 A3 A1 74 A9 AT Re 2T 7R ml.annli ration/x
1 Ve . 1 1 P} . .
- La valeur décimale de I’'IP destination est 79.127.138.14 et sa
1 hexadécimale est 4f 7f 8a 0
rame 628: 678 bytes on wire (5424 bits), 678 bytes captured (5424 bits) on interface \Device\NPF_{A6ASCS2A-A1CD-4FSE-A7DE-FESIGEBASD [ 8218 02 O3 6b db 48 80 80 86 80 88 ac k@ o]
thernet II, Src: Giga-Byt_2f:9bzec (74:56:3c:2f:9biec), Dst: Stormshi_2a:a8:34 (0:0d:b4:2a:28:34) eozo [EJE 5d 9d @@ S50 9a e4 04 f6 a5 fd 6c 8c 50 15 [W] P 1-p
ternet Protocol Version 4, Src: 172.17.2.2, Dst: 79.127.138.14 04 62 8 2b @6 6@ 47 45 54 26 2f 20 45 54 54 50 +--GE T / HTTP
2106 .. .. - version: 4 2f 31 2e 31 @d @a 48 6f 73 74 33 20 77 77 77 2e /1.1 ‘Ho st: wm
68 74 74 78 32 64 65 6d 6f 2e 69 6f @d @a 43 6f  http2dem o.io- Co
- 8101 = Header Length: 26 bytes (5) e Ge 65 63 74 69 6F Ge 3a 20 6b 65 65 70 2d 61  nnection : keep-a
Differentiated Services Field: @xB8 (DSCP: CS@, ECH: Not-ECT) Gc 69 76 65 Bd Ba 55 78 67 72 61 64 65 2d 49 6= live -Up grade In
Total Length: 664 73 65 63 75 72 65 2d 52 65 71 75 65 73 74 73 3a  secure-R equests:
Identification: Gxébdb (27611) 26 31 @d 8a 55 73 65 72 2d 41 67 €5 6e 74 3a 28 1. -User -Agent:
010 = Flags: @x2, Don't fragment ad 6f 7a 69 6c 6c 61 2f 35 2¢ 3@ 20 28 57 69 62 Mozilla/ 5.@ (Win
.2 0ODO 200D BEBG = Fragment OFfset: B 64 6f 77 73 20 4e 54 20 31 30 2 30 3b 20 57 69  dows NT 18.8; Wi
Time to Live: 128 62 36 34 3b 28 78 36 34 29 20 41 70 7@ 6c 65 57 L ; x64 ) Applel
brotocal: TP (8) 65 62 4b 69 74 2 35 33 37 2 33 36 20 28 4b 48 ebKit/53 7.36 (KH
54 4d 4c 2c 20 6c 69 6b 65 20 47 €5 63 6b 6f 29 TML, lik e Gecko)
Header Checksum: @x0006 [validation disabled] 20 43 68 72 6f 6d 65 2f 31 33 39 2e 30 2e 30 28 Chrome/ 139.9.8.
[Header checksum status: Unverified] 3@ 20 53 61 66 61 72 69 2f 35 33 37 2e 33 36 @d @ Safari /537.36
Source Address: 172.17.2.2 02 41 63 63 65 70 74 3a 20 74 65 78 74 2f 68 74  -Accept: text/ht
[Destination Address: 79.127.138.14 6d 6c 2c 61 70 7@ 6c 69 63 61 74 69 6f 6e 2f 78  ml,appli cation/x

> Frame 628: 678 bytes on wire (5424 bits), 678 bytes captured (5424 bits) on interface \Device\NPF_{AGA9C54A-A1CD-4FSE-A7DE-FEI96EBASD
~ [Ethernet I, Src: Giga-Byt 2f:ob:ec (74:56:3c:2f:9bzec), Dst: Stormshi 2a:a8:34 (80:0d:ba:2a:as:34)
34 (00:0d:bd:2a:a8:34)

> Destination: Stormshi_2a:a:

> Source: Giga-Byt 2f:9b:ec (74:56:3c:2f:9biec)
Type: IPv4 (Bx6308)
» T E—— A €ecs 17917 9 2 ner. 70 197 138 A

80 96
%a e4
47 45
48 6f
65 6d

)
82 af 7f k@ o
8c 50 18 P 1-p
54 54 5@ +:-GE T / HTTP

77 77 22 /1.

8a 43 6f  htt

1--Ho st: www.
p2dem 0.0 Co

- Repérez le champ EtherType. Quel est la valeur contenue ? Que

signifie-t-elle ?

-Valeur contenue : IPv4 (0x0800).

- Signification : La valeur hexadécimale 0x0800 est I'identifiant

pour le protocole Internet Protocol version 4 (IPv4). Cela signifie

que la charge utile de cette trame Ethernet est un paquet IPv4.

- Quelles sont les valeurs des adresses MAC destination et

source ?
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- Adresse MAC Destination : 00:0b:0d:4a:2a:a4

- Adresse MAC Source : 74:56:3¢:2f:9b:ec

- Repérez les trames associ€es a la mise en place de la connexion
TCP entre le client et le serveur

35 @.998599 172.17.2.2 13.69.116.187 TCP 54 42436 » 443 [ACK] Seq=1 Ack=1 Win=263424 Len=8

Les trames associées a la mise en place de la connexion TCP entre
le client et le serveur sont donc SYN, SYN/ACK, ACK

10
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35 0.990599 172.17.2.2 13.69.116.107 TP 54 42436 + 443 [ACK] Seq=1 Ack=1 Win=263424 Len=0

36 ©.991503 172.17.2.2 13.69.116.167 TLSV1.2 266 Client Hello

38 1.032578 13.69.116.107 172.17.2.2 TP 1514 443 » 42436 [ACK] Seq=1 Ack=213 Win=4194304 Len=1460 [TCP segment of a reassembled PDU]
39 1.032578 13.69.116.107 172.17.2.2 TP 1514 443 » 42436 [ACK] Seq=1461 Ack=213 Win=4194304 Len=1460 [TCP segment of a reassembled PDU]
40 1.032681 172.17.2.2 13.69.116.107 TP 54 42436 + 443 [ACK] Seq=213 Ack=2921 Win=263424 Len=0

41 1.032714 13.69.116.107 172.17.2.2 TLSV1.2 1369 Server Hello, Certificate, Server Key Exchange, Server Hello Done
42 1.037429 172.17.2.2 13.69.116.107 TLSV1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
44 1.072937 13.69.116.107 172.17.2.2 TLSV1.2 105 Change Cipher Spec, Encrypted Handshake Message

45 1.674937 13.69.116.107 172.17.2.2 TLSv1.2 123 Application Data

46 1.874976 172.17.2.2 13.69.116.167 TP 54 42436 + 443 [ACK] Seq=371 Ack=4356 Win=261888 Len=0

47 1.e78901 172.17.2.2 13.69.116.107 TLSV1.2 141 Application Data

48 1.078940 172.17.2.2 13.69.116.107 TLSV1.2 957 Application Data

49 1.075980 172.17.2.2 13.69.116.107 TLSv1.2 92 Application Data

50 1.679054 172.17.2.2 13.60.116.107 TLSV1.2 947 Application Data

52 1.115155 13.69.116.107 172.17.2.2 TLSvi.2 92 Application Data

53 1.115155 13.69.116.107 172.17.2.2 TP 60 443 5 42436 [ACK] Seq=4394 Ack=1399 Win=4193024 Len=o

54 1.115155 13.69.116.167 172.17.2.2 TP 60 443 » 42436 [ACK] Seqmd394 Ack=2292 Win=4194560 Len=8

55 1.115201 172.17.2.2 13.69.116.107 TP 54 42436 + 443 [ACK] Seqe2292 Ack=4394 Win=263424 Len=9

57 1.151468 13.69.116.107 172.17.2.2 TLSv1.2 339 Application Data

58 1.151498 172.17.2.2 13.69.116.107 TP 54 42436 + 443 [ACK] Seq=2292 Ack=4679 Win=263168 Len=0

59 1.153450 172.17.2.2 13.69.116.107 TLSV1.2 133 Application Data

60 1.153562 172.17.2.2 13.69.116.107 TLSv1.2 2149 Application Data

62 1.190004 13.69.116.167 172.17.2.2 TP 68 443 > 42436 [ACK] Seq=4679 Ack=3811 Win=4194560 Len=0

> Frame 32: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{A6ASC54A-A1CD-4F5E-A7DE-FES96EBASDIB},
> Ethernet II, Src: Giga-Byt_2f:9biec (74:56:3c:2f:Sbiec), Dst: Stormshi_2a:a8:34 (00:0d:bd:2a:a8:34)
> Internet Protocol Version 4, Src: 172.17.2.2, Dst: 13.69.116.167

0000 @0 od bs 23 a8 34 74 56 3c 2f 9b ec @8 @@ 45 @@ - * 4tV </ - E-
89 34 aa 41 40 @0 50 96 02 @0 ac 11 82 @2 @d 45

74 6b a5 c4 81 bb a4 86 91 af 00 08 00 ee [
fa fe 2f ea @@ @0 02 4 @5 bs 01 @3 @3 @8 el el
e4 02

Source Port: 42436

Destination Port: 443

[Stream index: @]

[Conversation completeness: Complete, WITH_DATA (63)]
[TCP Segment Len: 8]

Sequence Number: ©  (relative sequence number)
Sequence Number (raw): 2751893935

[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Number: @

acknowledgment number (raw): @

1000 eader Length: 32 bytes (8)

Window: 64240

[Calculated window size: 64248]

Checksum: @x2fea [unverified]

[Checksum Status: Unverified]

Urgent Pointer: @
> Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permitte|
> [Timestamps]

35 £.990599 172.17.2.2 13.69.116.187 TP 54 2436 » 443 [ACK] Seq-1 Ack-1 Win-263424 Len-8

36 ©.991503 172.17.2.2 13.69.116.167 TLSv1.2 266 Client Hello

38 1.832578 13.69.116.167 172.17.2.2 TP 1514 443 » 42436 [ACK] Seq=1 Ack=213 Win=4194304 Len=1468 [TCP segment of a reassembled PDU]

39 1.032578 13.69.116.187 172.17.2.2 TP 1514 443 + 42436 [ACK] Seq=1461 Ack=213 Win=4194384 Len=1460 [TCP segment of a reassembled PDU]

48 1.032681 172.17.2.2 13.69.116.167 TP 54 42436 » 443 [ACK] Seq=213 Ack=2921 Win=263424 Len=0

41 1.832714 13.69.116.187 172.17.2.2 TLSv1.2 1369 Server Hello, Certificate, Server Key Exchange, Server Hello Done

42 1.637429 172.17.2.2 13.69.116.167 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

44 1.074937 13.69.116.187 172.17.2.2 TLSW1.2 185 Change Cipher Spec, Encrypted Handshake Message

45 1.674937 13.69.116.167 172.17.2.2 TLSvi.2 123 Application Data

46 1.674976 172.17.2.2 13.69.116.167 TP 54 42436 » 443 [ACK] Seq=371 Ack=4356 Win=261388 Len=0

47 1.878981 172.17.2.2 13.69.116.187 TLSv1.2 141 Application Data

48 1.678340 172.17.2.2 13.69.116.167 TLSvl.2 957 Application Data

49 1.087898@ 172.17.2.2 13.69.116.187 TLSW1.2 92 Application Data

50 1.679654 172.17.2.2 13.69.116.167 TLSvi.2 947 Application Data

52 1.115155 13.69.116.187 172.17.2.2 TLSW1.2 92 Application Data

53 1.115155 13.69.116.167 172.17.2.2 TCR 60 443 - 42436 [ACK] Seq=4394 Ack=1399 Win=4193624 Len=@

54 1.115155 13.69.116.187 172.17.2.2 Tep 60 243 + 42436 [ACK] Seq=4394 Ack=2292 Win-4194560 Len-0

55 1.115201 172.17.2.2 13.69.116.167 TCR 54 42436 » 443 [ACK] Seq=2292 Ack=4394 Win=263424 Len=0

57 1.151468 13.69.116.167 172.17.2.2 TLSvl.2 339 Application Data

58 1.151498 172.17.2.2 13.69.116.187 TP 54 42436 + 443 [ACK] Seq=2292 Ack=4679 Win=263168 Len=8

59 1.153430 172.17.2.2 13.69.116.167 TLSvl.2 133 Application Data

6@ 1.153562 172.17.2.2 13.69.116.187 TLSv1.2 2149 Application Data

62 1.190604 13.69.116.167 172.17.2.2 TCR 60 443 - 42436 [ACK] Seq=4679 Ack=3811 Win=4194560 Len=0
> Frame 34: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface \Device\NPF_{AGASC54A-AlCD-4FSE-A7DE-FEQ9GEB4SD98] || 0007 74 56 3c 2f 9b ec 86 Gd b4 2a a8 34 03 68 45 89  tV</ -~ "4 -E-
> Ethernet II, Src: Stormshi_2a:a8:34 (@@:@d:b4:2a:aB:34), Dst: Giga-Byt_2f:9b:ec (74:56:3c:2f:9biec) 2010 @@ 34 26 bb 40 92 6c @6 b3 45 6d 45 74 6b ac 11 4R@ .
5 Internet Protocol Version 4, Src: 13.69.116.187, Dst: 172.17.2.2 9026 02 @2 @1 bb a5 c4 ac 7b ca c9 a4 06 91 b2 :
- o030 ff ff ea d4 oe @@ 82 @4 @S5 3@ @1 @3 @3 65 61 el

0040 @4 82

Source Port: 443
Destination Port: 42436

[Stream index: 8]

[Conversation completeness: Complete, WITH DATA (63)]
[TCP Segment Len: 0]

Sequence Number: @  (relative sequence number)
Sequence Number (raw): 2893793993

[Next Sequence Mumber: 1 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 2751893936

1000 . = Header Length: 32 bytes (8)

Window: 65535
[Calculated window size: 65535]
Checksum: @xeads [unverified]
[Checksum Status: Unverified]
Urgent Pointer:
Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), No-Operation (NOP), SACK permit
[Timestamps]
[SEQ/ACK analysis]
This is an ACK to the segment in frame: 32
[The RTT +n &K the ssomsnt was: @ AIRRAAAAR <mrands]

<
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32 0.953658 172.17.2.2 13.69.116.167 Tce 66 42436 > 443 [SYN] Seq=0 Win=64248 Len=8 MSS=1468 WS=256 SACK_PERM

34 0998524 13.69.116.107 172.17.2.2 Tce 66 443 > 42436 [SYN, ACK] Seq=@ Ack=1 Win=65535 Len= MSS=1448 WS=256 SACK_PERM

35 £.996599 172.17.2.2 13.69.116.167 TP 54 42436 > 443 [ACK] Seq=1 Ack=1 Win=263424 Len=p

36 £.991503 172.17.2.2 13.69.116.167 TLSv1.2 266 Client Hello

38 1.832578 13.69.116.187 172.17.2.2 TP 1514 443 - 42436 [ACK] Seg=1 Ack=213 Win=4194384 Len=1468 [TCP segment of a reassembled PDU]

39 1.832578 13.69.116.107 172.17.2.2 TP 1514 443 - 42436 [ACK] Seq=1461 Ack=213 Win=4194304 Len=1468 [TCP segment of a reassembled PDU]

48 1.032681 172.17.2.2 13.69.116.107 TP 54 42436 > 443 [ACK] Seq=213 Ack-2921 Win-263424 Len=8

41 1.832714 13.69.116.107 172.17.2.2 TLSv1.2 1369 Server Hello, Certificate, Server Key Exchange, Server Hello Done

42 1.637429 172.17.2.2 13.69.116.167 TLSv1.2 212 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

44 1.674937 13.69.116.107 172.17.2.2 TLSv1.2 165 Change Cipher Spec, Encrypted Handshake Message

45 1.674937 13.69.116.107 172.17.2.2 TLSv1.2 123 Application Data

46 1.674976 172.17.2.2 13.69.116.167 TP 54 42436 - 443 [ACK] Seq=371 Ack=4356 Win=261888 Len=0

47 1.678901 172.17.2.2 13.69.116.167 TLSV1.2 141 Application Data

48 1.878940 172.17.2.2 13.69.116.187 TLSV1.2 957 Application Data

49 1.678980 172.17.2.2 13.69.116.167 TLSv1.2 92 Application Data

56 1.679854 172.17.2.2 13.69.116.167 TLSv1.2 947 Application Data

52 1.115155 13.69.116.107 172.17.2.2 TLSv1.2 92 Application Data

53 1.115155 13.69.116.107 172.17.2.2 TP 60 443 > 42436 [ACK] Seq=4394 Ack=1399 Win=4193024 Len=0

54 1.115155 13.69.116.107 172.17.2.2 TP 60 443 > 42436 [ACK] Seq=4394 Ack=2292 Win=4194560 Len=0

55 1.115201 172.17.2.2 13.69.116.107 TP 54 42436 > 443 [ACK] Seq=2292 Ack=4394 Win=263424 Len=

57 1.151468 13.69.116.107 172.17.2.2 TLSV1.2 339 Application Data

58 1.151498 172.17.2.2 13.69.116.167 TP 54 42436 > 443 [ACK] Seq=2292 Ack=4679 Win=263168 Len=0

59 1.153456 172.17.2.2 13.69.116.167 TLSv1.2 133 Application Data

60 1.153562 172.17.2.2 13.69.116.167 TLSv1.2 2149 Application Data

62 1.196004 13.69.116.107 172.17.2.2 TP 60 443 > 42436 [ACK] Seq=4679 Ack=3811 Win=4194560 Len=0

i
Frame 35: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface \Device\NPF_{ABAICS4A-A1CD-4FSE-A7DE-FE996EB45DI8] 90 0d b4 2a a8 34 74 56 3c 2f 9b ec @8 00 45 00 AV </ E
Ethernet II, Src: Giga-Byt_2f:9b:ec (74:56:3c:2f:9biec), Dst: Stormshi_2a:a8:34 (0@:0d:bd:2a:a8:34) 90 28 aa 42 40 00 3@ ©6 @0 BO ac 11 02 €2 &d 45 (88 3
Internet Protocol Version 4, Src: 172.17.2.2, Dst: 13.69.116.167 g2 74 &b aS c4 61 bh a4 06 91 bA ac 7b ca ca t =@
* Transmission Control Protocol, Src Port: 42436, Dst Port: 443, Seq: 1, Ack: 1, Len: @ 84 @5 2f de 26 00 /

Source Port: 42436

Destination Port: 443

[Stream index: @]

[Conversation completeness: Complete, WITH DATA (63)]
[TCP Segment Len: @]

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 2751893936

[Next Sequence Number: 1  (relative sequence number)]
Acknowledgment Humber: 1 (relative ack number)
Acknowledgment number (raw): 2893793994

9101 .... = Header Length: 20 bytes (5)

> [Flags: ©x010 (ACK)
Window: 1829
[Caleulated window size: 263424]
[Window size scaling factor: 256]
Checksum: @x2fde [unverified]
[Checksum Status: Unverified]
Urgent Pointer: @
> [Timestamps]
~ [SEQ/ACK analysis]
[This is an ACK to the segment in frame: 34]
TThe BTT tn ACK the <camant wac: B GOGATEOAG sacnndsl

- Que signifie le contenu de ce champ pour chacun des 3 segments
TCP ? Quelle est la raison de la mise en place de ce mode
connecte ?

- Segment SYN : Le client envoie une requéte de synchronisation
pour initier la connexion

- Segment SYN/ACK : le serveur accuser de réception du SYN du
client(ACK) et envoie a son tour un SYN

-Segment ACK : Le client SYN du serveur, confirme donc la
connexion

La raison de la mise en place de ce mode connecté :

Le protocole TCP utilise ce moyen de communication pour que les
deux parties puissent échanger des données sans risque de perte.
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